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of ojg Alzbel Fhlo] ol T WYS AWE A% A o] £H E(Frame)o]
Pasie EF, 1 @e] A 25PTe] of@A BAH, ofme e 1A
Behs 2e g 2o BA @ 5 ok vE 1 el §a

ol wiAeA 2 A= HE A A=A AdelA stelBe= H(Hybrid warfare)
S H
B

o] FPrgoR FAskal gl A% (Cognitive warfare) 7S zatar, AFH o]
TS FAE] 9 AlEA AToltt H EAR Al XA dL AlE
A, At T3 o] mlEEA A4 el shutE whEA BzbE A gloh 53] 2022
29 A 20239 o]-3f AAelA 4] Q4R woEm IAHOR FHE Wil
Atk A tigk Aol SHAllA BgstAl w=olEar ot "7k nhEs e
= ol o] 1A S 2Aste] 143 Es WsARIvE AVTE AR ok

) = i 84
NATO®M 233k A5-A3el| m=w, Q1A gHellx el 42 FHY), F40%
B, TR 548 7, A-g3A] TARRlEA e AArE A Reed

Aole} Zsha qivk. wE A 1] x WHA AAsE EA A (Hyper-
H A
R =

olglgk A 7] @Al Sl AR g &5 A ThsAel AARL
TAAL ZAR A8 W (Methods)oll SloiM = ek ehol7h FAlgh A= grr e
of stk 2y e5d H-F AAS M AAl Zel A Aol AAitE Xy
A laL, HEke] 1A v AR axEe A Ui AH I e =E 2
o ARk et & = vk AAAS FAsks B, 5 W (Warfare)' o] Fej=A <)
AHe A-GAE HEstal JAEA sfolBe=de] e yehd o 7] wiEolth
urebA Zgel ek el 7k A o] Al A0 ST okt 7t
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1) Claverie, Bernard, and Francois Du Cluzel. “The Cognitive Warfare Concept.” Innovation Hub
Sponsored by NATO Allied Command Transformation 2 (2022).

2) Cao, Kathy, et al. “Countering cognitive warfare: awareness and resilience.” NATO Review 20
(2021).
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RO, v, =)ol A} B 71 =S HH ol
Foha, EA, Aol ek A3y B Seas o & 2A

& #s
Ty, Fog F-AAANRE -4 A S (Triangulation methods)?
=

é

F'

A A EAe Qlo] Hlolny et TR digilsre] dii xHEA Adsithal

o] QXA 71YPEE vlgo® 2022d4HE ATE s Aol 20243 84
04714 A2 EE FdAh 722 F(@)717F “Cognitive warfare” 7|95 &8
Aok dlolEl A 2 Azt A7, “Cognitive warfare” T, EHo|| A thi=
T8 71YEE H2EnoldE S8 dolWI(TH ¢ AW =(DF, Inverse Document
Frequency)E& Z33¢t TF-IDF#9-S #4831, o]o] <Pythony¥} (TEXTOM) =21
= AH&ETh

(® 1) SMH0ly H=

Quantitative data Qualitative data
72 [ug |4z IRt | 7= LS ] 72t
dlo]H 961 U s | 28 ’22.1.1.~'24.8.30.
U o 464 2211~ RIS AN =5 3 ’22.1.1.~'24.8.30
=} 7]}\} ’24830 Ol 7 L ’ ’ 0. .
e 447 = sfelAts 21 17.1.1.~'24.8.30.

w A EAolH HRE Qofsto] A A

A B RISSEHEATARAN2E Bl JUALATAS
vhe] Sei=Rak NATOS] Bard, jslde % 42 Al A%, Jea 98 B
52 289 olF, AAAT 5L Helstel A e ATEY @A) o
g B4 AAMe) BAR AYAT AR A% gEAd] 0 3179 BE F

3) AR EEA T (Mixed methods) o2t &4, “%- A2 Hrg Wasto] Aus FHs
A wAse] F ATe) A3 BEl FRS olFolii BHew vawwee W B Fu
gk = A} (Creswell JW, Tashakkori A. Differing perspectives on mixed methods research. Sage
Publications Sage CA: Los Angeles, CA; 2007.).

4) ol ®H7E 2022d5E] A& o] = o] HolEE o] &8t o] ZAHpreliminary research)d ¥} “Q1
A7 Z19ER 2020~2021 0] =g VAL F 21710101 187, v 37) o frefwlshA] gtk
A7) Hzolth

5) TF-IDFgh& @3k who] NIERAu o gush 3o 54 FAdM 54 dolrl S4she oFl
E(TH9} & EA9A % o4 G ANIR(IDR Y W& Sall olE FEdks o th(&HY- o]
2ol TstolWoR EBAE B3], pp.173-178.
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gk dlolge] EA A= 9] (¥ 29 Ak HEATE F 11,4257 0.2 lo|H(9617)
7F oh4647) Eet oF F ouf o] B BEeRS V|Fdrh A #l TF-IDF #he] =
& A9 12091744 BAEE A w7y 2A(EA)TE Svlee givk19), =2
9D, HeH39D, F-Aztoluh(1491), BAloH159), 3ht2=(2091) T 7I11=7F 233
of A I S ZE AU, TAHO9D, 119D, k129D, 4139, AF

6) 48(2023), JNAA FYPWHA E = FAAY wd g @, Ay
(2023), “#Alot—g-Aetolt AAE Faf B Py gl %
WFe(2024), “FHwe] S SN 2 e A
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(169D, AA179) o= A dehsth B fAb SedolER Role HR(59),
7PHORD), ARTH (79D, =@, AA109D), AHA8%) ol 3lom, 2dvHo]
FRF HE099)E FAEMH 58] 8§59 4, T Ho|dd ZARE £ HlelEW
27F et 2 98 SRFLE vEdlAe olf TR o 24lz, A1
B2 3 w7k gl oig = e wAshs Mte] F3kd vh k7

L} sHQ] ZE(F2)2| “Cognitive warfare” 7|= £A1Z4T}

e =Y o | =¥ =Y o
)3 o 1 china 203 | 11 strategy | 60
intelligence :
; hamas preSIdent 2 w%rfare 178 | 12 _ missia 59
t a IW a n ; | 3 taiwan | 151 | 13 | intelligence | 55
i Isr agssia 4 israel 111 14 media 55
defense 5 security 93 | 15 threat 51
c I n a strategy .
6 | president | 86 | 16 | . . | 46
kraine information
U ; Wa r a re 7 | information | 81 | 17 | technology | 42
SECUI'Ity in forma tion 8 ukraine 77 | 18 attack 41
9 hamas 74 1 19 nato 41
10 defense 70 | 20 | propaganda| 36

2 AR Y % w3

(a2 3) 3= “Cognitive warfare” YE22IRE L TF-DF 2 2A

2022~2024 3% RxH = X"A “Cognitive warfare” 7|9E=2 $HE 7229
diole 2423 9 <" 33 2ok F 447719 RET) 9o, ol 9] v
TH@64) 3 FARE 7] Beds Bk A B A9 1~20919] 719=E &
At Ay w7y 2A@AD)"S UERlE China(191), Taiwan(391), Israel(491),
Ukraine(8%]), Hamas(99]), Russia(129]), NATO(19¢%]) 59| wol7} xae et A
I goJ2E Warfare(291), Security(59]), Defense(109]), Strategy(119]), Threat(15
9, Attack(189]) o] =2 9= AR o, A} sheg-o] 2= Information(7%]),

Intelligence(139]), Disinformation(16$]), Propaganda(209]) 5ol #A4%9lt). o2,

7) Maheshwari, S., & Holpuch, A. (2024, June 20). “Why the U.S. Is Forcing TikTok to Be Sold or
Banned.” The New York Times. https://www.nytimes.com/article/tiktok—ban.html (FA<Y: 2025.8.21).
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AAde] pF o R FAE & e Media(149]), Technology(179]) ¢ 7191= =3t
FQHA YEFTH.

S et 2™ 8¢ = xH9] "UAH(Cognitive warfare)” ¥ AE K.
Bol 58 BAES thl FAlol 2 ARFael BEse A49e FaYt A 12
FHEAY, FA 2% TGO, FAl 38 GEgolE BRAYOM, 5 Wl

FEHEA b= AR A 490 Vlebel Egesith. AR WS ok R 2ol AlXs
O:]T;]—_

¥

(% 2) 2 Hole == Al tigh FHE 24

& | A0 Hlo|H-Ct= & | A0 =

1 =7} | oigk, F=, 53k 1 =7} | China, Taiwan, Israel, Ukraine,
(22) | 38}, Ao}, st (24)) | Hamas, Russia, NATO

) TAL | AR AL Ay, obH, ) TAb | warfare, security, defense,
Lo | T4, A9, 2 o] |strategy, threat, attack

3 sk | 7 s, AH, AolH, 3 &<z | information, intelligence,
8ol |9, "‘:]ﬂxi &o] | disinformation, propaganda

4 | 7|e} HE 4 | 7]E} | president, media, technology

w 2] A&} ZA

ATl A Aol B AE B HALE Yo RE HXAE nlo]ds A
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bl 28y sl 2R HiPol o 7= YERARE sl A fo]x~
2l (srac)’ 7 UENATO) 7} F8 71922 2&Hch E4, WAF 3 gof oA
= HAAWar)’, “H(Warfare)’, “9F= (Security)’, “?13(Threat)’, “&-4(Attack)’ <] &7}
). QoA A A YRR AlA, e J&ﬁ go EAo| M= ‘A H (Information,
Intelligence) 7} 2E0= Uegon T el o] A% oz Ihai(Fake
news) & vjate=d], o= %lﬂoﬂ/\i AR E JD]“G]M ‘Disinformation’ ©. 2% 58

= golol7lel AR Ve ® siAE = QItk® Hg S EdolA g A

8) AAZ Ful=F(UNESCO)ME 7y gof7 Adelse] 928 dEslm=® “59)7d Kdisinformation)’
2= T@olE At A st Jti(reton, C., & Posetti, J. (Eds.). (2018). Journalism, fake news
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(Propaganda)” 9A] AlElde] fFAPIEOR 7H5d 4= glom, o
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b gt o= B =9 ATAl sids 93 ASA LS 98, wEEAY
TF-IDF#ts B8 =59 AR 2 7]9=50] FAHoR ojujst HE2E2 4y
of UElp=A] o] izt Al Alo] Fasirial wig)y] wiolth

AAAL A GRED &F ) o] o=, MA A= A& WolEo]al, A7 st
AL, 1Eshes dwe] BAl TS gtk g, HE) S A A AEA, SAHA
gt ARl A= ARG O s doR T old §ojE AREgTh WA A
WS AHoet o], »uA oz Fek9-AH] =(Car von Clausewitz)2] “AA(War)2 th& 4=
ol oJgk Ao A&Tol e &t Aok, “d(Warfare)' & X% 5243+
AR wed] Al g A oR B ¢ Qlrh A FHle A, o, YENA
SAA, AR T geaithd) & & =iellA thae A ide Ikt g
o} PG B T e GAT Y QIA)TA Hojx] = A Fde] st A
g 5 Ak ey A Gos o7 R B I e S dde] Red
ol lem R, 71Ee AYA, o84, ARA, AR T3 AdA A 91
Aol tigk =o7F AlEE AL k10 28 o7 AA=HA & HE dio] Al7]E
ok "Izre] ofx|e} e FAel Hosks A Aol AA FHAdE EASHA o=
7F e 2AA Sitolth

& disinformation: Handbook for journalism education and training. UNESCO).
9) H3](2018), " EARAF R, ZUTITIo], p.59.
10) ©]5=(2023), A9I52] =7kl digh I = et v, 8(2), 115-139.

- 126 —



A A () AEHIe Akl g ARAGEE) A (- 2E3)

g HhE AL Sol 32 S Qe BeAe] ABE AR E49 2
oAzl AslE AuE, £ WA 9w olle Aol AN §uoleks
WASCRIE APEE shbel oldgoR ANRELID W, FehgAze el o
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QA et == gk ® =7PER ghelel Jidel fle AdElel M Tl AlA

11) 9-g81(2023), "E=2E,, SR, p.128.

12) TARHAT38](2018), THAR,, SR, p.28.

13) 3e4(2015), =3 A4, SUATHe, p.27.

14) Trevor N. Dupuy, The Evoloution of Weapons and Warfare(Fairfax: De Capo, 1984)
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ol
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2 Aol ARHEo] AZSHE WART ohlel ol Azshn ABSHE WS Wb
e A4 Qe Aolaa Arhe E@ AAe tAd BE 285 Aol
e WS Bl IAR, 1 9 ew due 248 dol @ He 9e

E2a Wkl gdeh1D

‘2] (Psychological warfare)' > 174 (Propaganda)¥} 25 st #gdo] glow, A} &
AEHCIA Bl g8 FPH = Feo, F2 47, AwAl, 89 o A A%
5o THE Erh whde] A F2 kY] AlgfEe} ARE EEE S
Aol A A= 7gA 2po)7t JrhHs), A2k (Electronic warfare)' 2 H217] 29 EF
& ol&ste] Ao HA AlxElE WeletAu FESA7)aL olle] HAb AlAES B

[} =
ol wAMES ovlatH, o] B oujoA Atolm e gk BEo® B QQuh A
A(Cyber warfare)-> “Atol¥] Fzlol|A| FRFA7]|ES AR ool F57HE, A
H, YELA Foll FYste] gAY ARE G eh= & thdst T84 &5 S 28
b (Bernal et. al. 2020, pp.6-8). Atolvzd ) QIx|de A4 w|tjo]e] &-gwlAloA Af
A

o] HolzHl, AL o AZEY0IE T WA

-

s
=
e

= AR e A EE Hme e WA oR FldHErhs Aol FEE
8B (Information warfare)s= QIA|A3} 71 ##o] Zlal(Bernal et. al. 2020, pp.
8-10), 7 Mde FF EEH7I%= dvh WA AR} AR L FARE HdolA

Rb = A7lel wt Apolzt Qv gk el oehd, ARAIW)2 AT 5%
= A7) fal 971, 248 == A A 54 Holl dis] ARAe] siss dAH
ootk b, ARAAIO)E A B HAloll JRr -5 gHslr] el 7H8E
& THete] oo AR R ARAAES Wofsta, Aute] AR B ARAAN $4&
7FiAY d@Fs vAls 2oty dd) 3 v Al Fad JEE A | A

15) X3, & H¥7H2023). vl oiujgh gkt A2 o ek XA g, A, Ea
A S SHAAAT, 141, 93-132.

16) NATO(2021, May 20). Countering cognitive warfare: Awareness and resilience. (URL: https://ww
w.nato.int/docu/review/articles/2021/05/20/countering—cognitive —warfare—awareness—and-resilience/in
dex.html (FA: 2025.8.21).

17) Claverie, B., & Du Cluzel, F. (2022). The Cognitive Warfare Concept. Innovation Hub Sponsored
by NATO Allied Command Transformation, 2.

18) Bernal, Alonso, et al.(2020). Cognitive Warfare: An attack on Truth and Thought. Baltimore, MD:
Johns Hopkins University. pp.2-6.

19) 25182022), F-=L2keld AAgelA eAjote] AR &g, SehE AT, 38(4), 29-60.
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AL BRFA 7ed A3)ee] W 3 Astasith & = (United States
Department of Defense)= 1991d AxAS ato] A3 A
(Command and control warfare)9] 7J\d< "F%}?}S’iﬂ, o]% Adgobd F o] WF
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U= G R R 7 AtolH &4 A2k AlE, 9AL FH S

Chat =, 2Rl | AR, AEAL | GAAR A | HEA, AR IR A,
ER IS 24 5 Ak 2k F71A0A &

B BUUES wPoR Ax 21y

oo =elE FRskH, AAH Q1] AAIAE WA7]7] 9l vrjoler T
Abolu] Z=(Cyber tools)E &-8-8te] 414 A3k(Bias)ol} AbaLe] S oFggtow
H Aol Axe AAe oS Fiostal, oAbaAel d@de vA= wATrde] FH
= god F olvk AR AR 1 AAE dol, AP Q17 W7t g ARE A
gloh=Alol] A4 wojstart ks HolA 71ES FANEEE sk 3l Jide
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20) FAF 9017, A FRAA,, FaFacH, pp.75.-76.
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7t =gt

Toe AR A tgE A HIAN s FEste] AAelA sEd
AHE BAskal Sty 53] mteA 5o Txds A4S dAM R A aRld o
tholl BiA qu‘]"\}il’“ A s AR, o5 A4A 1A 7]
Qo B 2 9rhb,

%1’61?(2024)4 A2 M=H, F=9 ‘ZgHo] IR A4 Aol it
AEH) S AR Ao /IAA Fefolgt Aefstal vt AbdS Al 7HA] aam A
Aok AR, A= (B Media public opinion warfare)> #|to]E &83] 425
BAN7|aL o] EdS 2sks Ao BAolt)h E4), Al [ Psychological
warfare)> =9 W3} Aol A Tl 45 Fo] TS AL APE A
st = AN S-S AR AS oulgit) AR, HEDGEEE: Legal warfare)
-9 Z4E WA ARG e 28ste] AAlelA A-de Fofstal Ao A= Al
S 7hske Aot

T olgg M JidE AiRoE dintae] RIAI(FRRR AN A= o=
MMAAE st itk ko] Fa AXF olgret whdsto] wtols 3 Al
TAH] A E SE GE EA 99 g, 293 MEAS S8 A g Ak 5
I EAQ] A

r>4 -
A
o
B
ol
ol
-7
9

L}, 2AlO-=2t0|Lt
g AJoe] Q1A ‘A7 EA (Reflexive control) = 23 ARA o]Z2o g HAwe &=
Atk YAjol= AR Al 548 AR AR, ol&ut "IAA
voina)” & “9J4 4 (konstsiental naia voina)’ % TAFSHE23) o] gt WAl A -HAE
TEeHA gom, ke gAE =4 Vss
o] wg] Gl F=E wet Alalstal s
WS SAlGkE Y] dHE B Qv
Aol A= erlort Aad A AR dEAR Algd B ZReE 7eke
2, 200] W7k ol&w S Al HAelAN d2 wEFES TRt 2013~144

1l:l

21) ¥FE3](2018), TEAPAEE,, STl e, p.578.

22) PF2024). TS| AHCEEY' S BIA B Hehre] A oSk AAHHAT, (77, 191
-227.

23) o]3H2022). 2ot Aol Au-AlE =T AT FA. AFAAT, 66, 141-170.
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[ Abstract )

A Preliminary Study on the Concept of Cognitive Warfare
and the Role of the TI&E Branch in the ROK military

Park, Yeongjin * Park, Donghui

This study offers an exploratory and preliminary examination of the role and scope of
the Troop Information and Education (TI&E) Branch within the increasingly prominent
concept of cognitive warfare, particularly in the context of hybrid warfare. Cognitive
warfare, as an emerging form of conflict, aims to influence human will and behavior. In
this context, it is essential for the TI&E Branch—responsible for cultivating military spirit
and psychological resilience—to engage in conceptual discussions and strategic reflection
to fulfill its mission effectively.

To address this issue, the study first conducts big data analysis by utilizing text mining
techniques to classify discussions on cognitive warfare across online portals. It then
examines the role of the TI&E Branch within this framework through theoretical analysis
and case studies.

The findings suggest that the TI&E Branch’s role in cognitive warfare should, externally,
support joint operations by countering misinformation, disinformation, and malinformation
through public affairs activities. Internally, it should enhance soldiers’ digital literacy and
foster greater discernment and resilience through military spirit education. This study is
significant in its effort to clarify and refine the role of the TI&E Branch within the

evolving and fragmented concept of cognitive warfare.

Key Words : Cognitive warfare, Troop Information & Education, Public affairs operations,
Military spirit, Digital literacy.
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